











Bridging the Digital Horizon

University Information Technology & Information Plan
Teaching and Learning

Initiative 1.1: Create Common Virtual or Physical Space

As this initiative to “create an integrated virtual and physical center for faculty

to access academic technology, research, and instructional design support,” was
created before the TSI report and creation of the Faculty Hub, we will need to
rework this goal to accommodate changes. We will consult with Dr. Linda Boland,
Director of the Faculty Hub, and University Librarian Kevin Butterfield, to see how
our various services can be streamlined.

In addition, it was announced in Summer 2019 that the Technology Learning
Center (TLC) will be moving from the third floor of Boatwright Memorial Library to
the second floor, where the Media Resource Center currently resides. We believe
this move, which will be completed by May 2020, will make technology support
services more accessible to faculty and students.

Initiative 1.5: Research Computing Support

While the work of the first phase initiatives is
ongoing, there have been noteworthy achievements.
For initiative 1.5, which seeks to expand research
and scholarly computing support services,

Research Analyst Dr. Fred Hagemeister has worked
with his team to support a High Performance
Computing (HPC) proof-of-concept project in which
representative faculty from across campus tested
their computationally-intensive research projects in
an environment provided by the Physics Department
and set up by Senior System Administrator Sashko
Stefanovski. A report with recommendations was presented to both A&S and the
Provost Offices to make decisions. In addition, IS has provided consultation to A&S
for the development of a 12-18 month position to support computing-intensive
research in the STEM-6 departments.

Faculty with High-Performance
Computing Clusters

Kelling Donald, Chemistry - 1 cluster
Jerry Gilfoyle, Physics - 2 clusters
Carol Parish, Chemistry - 3 clusters
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The Extreme Science and
Engineering Discovery
Environment (XSEDE)

As Information Services supports

an increasing amount of compute-
intensive research on campus, we
anticipate the need for more platforms
to meet the challenge. XSEDE is a
National Science Foundation-supported
framework that scientists can use

to interactively share computing
resources, data, and expertise.

Fred Hagemeister is now a campus
champion for XSEDE and will expand
our web documentation for this
resource and work with faculty to

get started with XSEDE and similar
externally-funded resources.






Bridging the Digital Horizon

University Information Technology & Information Plan
Leading IT Management Practices

Initiative 4.1: Launching IT
Governance

Decisions about technology
investments and services require

strong collaboration between IS leaders

and our academic and administrative
partners. In the past, the University
has successfully made these decisions
through informal consultations, which
are no longer enough to navigate all
of the priorities that are out there. The
University Strategic Plan is increasing
the opportunities to use technology to
support important institutional goals.
But while these opportunities are
exciting, resources do not allow us to
do everything. Trade-offs need to be
weighed - collaboratively.

“It is imperative for us to focus our
precious resources on investments
providing the best value for the
University. IT Governance will
facilitate alignment between digital
investments, University strategy, goals,
and priorities,” says Keith W. “Mac”
Mclintosh, Vice President and Chief
Information Officer. McIntosh notes
that this initiative is directly related to
the University Strategic Plan goal of
Stewardship in a Changing World.

Many institutions improve IT decision
making by implementing stewardship
and advisory structures, often called IT
governance. IT governance creates the
structures, processes, and policies to
allocate resources to an established set
of IT priorities. In addition to providing
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a process through which the University
can evaluate and prioritize projects
and investments in the context of
institutional priorities and values, there
are several other benefits to having a
formal IT governance structure:

* It establishes clear pathways for
departments to propose new ideas
and opportunities;

* |t enables shared objectives such
as improving processes and data
quality;

* |t coordinates decisions so one
area’s project won’t adversely
impact another’s;

* |t creates transparency and builds
an understanding of IS operations
and the full portfolio of IT
initiatives;
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The Steering Committee, chaired
by MclIntosh, is supported by three
advisory committees:

¢ Data Management Committee,
chaired by Melanie Jenkins
(Institutional Effectiveness) and
Troy Boroughs (Information
Services)

e Faculty Technology Committee,
chaired by Lewis Barnett
(Mathematics and Computer
Science)

*  User Services and Experience
Committee, chaired by
Phillip Gravely (University
Communications) and Doug West

(Information Services).

How does IT governance work? It
begins with a project request, an online
form that collects basic information
about the proposed project.
Information Services then follows

up with a project intake interview,
which results in a score card that rates
the complexity, risk, and return on

mminvestment for the project. Only high-

resource projects will go to governance:
many smaller projects will not need
governance and will proceed with
Information Services’ support.

Project proposals that do require
governance will be advanced to one or
more of the three advisory committees
for review. Each committee will review
the proposal, and will forward the

—=Project to the Steering Committee with

a recommendation to proceed or not to
proceed. If the recommendation is to
proceed, the advisory committees will
propose a priority for the project.

Mclntosh says, “Information and
technology in the digital era are assets
that require the University to maximize
value and realize the benefits of our
investments. This involves a change

in mindset as we embrace a focus on
institutional priorities.”

The IT Governance Steering Committee
will meet monthly to make decisions
on whether the proposed project goes
forward, and will assign a priority and

a timeline to the project so that it can
be added to the Information Services
project portfolio. In this way, the
University community can rest assured
that IT projects are being weighed
carefully and are considered in the light
of the University’s strategic plan.



Initiative 4.2: IT Service Management

Initiative 4.2, which calls to implement IT service
management methods and software, is an all-IS
effort, led by Susan Galvin, Manager of the Project
Office. Susan and a core group of IS staff have
begun implementation of SpiderTechNet (or “The
Net”), an IT service management solution which
will eventually facilitate almost every aspect of
Information Services’ operations. The team started
working on the project management module. Work
has also begun on incident management and asset
management. Improvements to IS workflows will
result in improvements to service for students, faculty, and staff.

Initiative 4.4: DIsaster Recovery and Business Continuity

For initiative 4.4, which focuses on disaster recovery
and business continuity, Clovis Khoury, Director,
Enterprise Computing, and his team conducted a
disaster recovery test of the University’s servers.

In testing that was completed in December 2018,

we eliminated aging tape technology for backup
and restores. We also reduced the time to recover
systems from seven days to one day. In addition, we
reduced data loss from seven days to one day. This
testing means that if we have a Data Center disaster,
Clovis and his team will be able to restore services
much quicker and with less data loss than ever before. That means faculty, staff,
and students will be back in operation much sooner than they would have been
just a year ago.

Initiative 4.5: Cyber Security Awareness

Initiative 4.5 seeks to raise cyber security awareness
across the University community. Director of
Information Security, Shana Sumpter, led a group of
IS staff to promote October 2018 as National Cyber
Security Awareness Month (NCSAM). President
Crutcher conducted a video interview of Shana

for NCSAM, emphasizing that cyber security is a
shared responsibility between Information Services
and every user on campus. The group sponsored

a cyber awareness fair in the hanging lounge of
Tyler Haynes Commons, where members of the
community could test their passwords to see how
long it would take a computer to crack them, play cyber awareness games, and get
help installing LastPass or Duo two-factor authentication. Shana also led a cyber

awareness lunch and learn where she discussed trends across the cybersecurity
landscape. As a result of all these activities, the University of Richmond was
recognized as a National Cyber Security Awareness Month Champion. In January,
the group celebrated Data Privacy Day with a lunch and learn.

Also to boost awareness and prevention, Information Services introduced
cybersecurity awareness training, which was mandatory for staff and optional for
faculty. Staff completed the course at a rate of 96% and faculty at 17% completion.
After the Fall term training, Information Services conducted a phishing test where
messages were sent to 2,134 faculty and staff. 139 members of the community
responded by either replying to the message, opening the attachment, or

clicking on the web link that was included. This was not terrible for the initial
exercise, however there is room for improvement. One response could lead to a
compromise and loss of data. Information Services is following up in the new year
by offering the training again to those who did not take it, and offering a shorter
refresher course to everyone who did. IS will continue to test the community
periodically to identify areas where improvement is needed. Future tests will alert
respondents when they fall for the phishing email and offer immediate feedback
and prevention tips.

In an increasingly challenging cyber security environment, Vice President for
Information Services and ClO Keith W. “Mac” Mclntosh took a request for a new
position, Information Security Analyst, to the University’s planning and priorities
process, where it was successfully funded starting in fiscal year 2020.

One of the responsibilities of this new position will be the implementation and
maintenance of a new endpoint protection system. Over the course of the last year,
Information Services evaluated nine different vendors to find the best solution for
the University. Crowdstrike was chosen, and it will replace Sophos, which has been
the University’s anti-virus solution for the last ten years. Sophos has been effective
at detecting signature-based viruses, but hackers today are employing more
sophisticated behavior based attack like ransomware and unauthorized remote
access. Crowdstrike detects and prevents these behavior-based attacks more
effectively and leverages cloud based threat analysis to reduce the time to identify
new attacks. Crowdstrike will be rolled out to faculty, staff, and students over the
2019-2020 academic year.
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People

Staff Profile
Sybil Fellin

Sybil Fellin is a change agent. As
Director of the UR Better initiative, Sybil
describes UR Better as “the University’s
process improvement initiative that
was launched last year, with the goal of
streamlining and making our processes
simpler, smarter, and more efficient,
with the hopes of saving people

time that they’re spending now on
cumbersome administrative tasks so
that they can be doing more valuable
things in support of the University’s
mission.”

UR Better traces its roots to the
University’s Strategic Plan’s fifth goal,
which focuses on Stewardship in a
Changing World. The third initiative

of this goal is to “Work aggressively
to achieve the University’s goals while
moving away from an additive model
that places stress on the human,
environmental, and financial resources
of the University.”

Launched a year ago, UR Better asked
for suggestions on processes that
could make a substantial improvement
in the productivity of the University
community. To date, they’ve received
190 ideas. Sybil and Dustin Engels,

UR Better’s Business Process Analyst,
scored all of the suggestions against
the criteria that the committee had
picked for saving time, saving money,
aligning people’s time with what they
were hired to do. “We brought the
highly scored proposals to the UR
Better Steering Committee, which is
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made up of representatives from all
the divisions of the University, and they
picked four.” UR Better had determined
that they could handle four process
improvements at a time.

One year later, they have successfully
launched their first business process
improvement, a revamping of the
process through which undergraduate
students declare a major or minor.
Previously, students had two weeks

at the start of the term to collect the
approval of the department chair,

who would assign the student a major
advisor. Then they had to take it to

the Registrar’s Office, who entered

the information into Banner. Today, a
student can simply go to the Registrar’s
Office website and access the
Declaration of Major/Minor Online Form.
The form was created by Deb Warrick
and Ray Cargqill on the Information
Services Administrative Systems team,
with the assistance of UR Better and the
Registrar’s Office. Information Services
built the application using software the
University already licensed along with
software the University procures from
Oracle.

While the software was licensed, it
hadn’t been used by the University
before. For Information Services,
responding to the needs of UR Better
meant a venture into application
development, which hasn’t been

done at Richmond. More than fifteen
Information Services staff were
involved in some way along the path
to developing this application, which
requires six servers to run. The system
can be used for future UR Better
applications. “So far, all of our projects
have had an IT component,” Sybil says.
“We’re working with the Enterprise

Systems group, the Network Services
group, and the database and system
administrators; they are integral to all
the solutions.”

The results have been gratifying: in less
than one month, with no promotion of
the new application to students, more
than 100 major/minor declarations have
been processed. “It’s a much cleaner,
smoother process now,” says Sybil.
“Now, a student in Maine can log into
the system, and by the end of the day
that whole process is done. Before, they
couldn’t even do it until they were on
campus and could pick up the paper
form. And it’s better for the Registrar’s
Office, who was getting about 800
forms a semester, and they’d get that
all in a matter of weeks, which was a lot
of work in a short amount of time. And
now the work can be spread over the
summer.”

The other three processes that

are being improved also involve a
technology component. For faculty
and staff, the travel and expense
reporting process is going to be
simplified through the implementation
of a new application called Chrome
River, which will shorten the amount of
time it takes to assemble and approve
a reimbursement. Improvements are
also coming to the Human Resources
Personnel Action Forms, about a dozen
of which are currently in PDF form on
the HR website. Currently, these have to
be printed out, signed, and submitted
to be processed. Fellin believes that
the application set up for the major/
minor declaration process can be used
to streamline the HR PAF process.

The final process being improved is
interdepartmental charges. This is also
currently a paper-bound process that’s



prone to errors, which create more work
to be corrected. And there’s no backup
documentation if something is called
into question. This last process is still
being evaluated to determine how it
can be made more efficient.

But with the major/minor declaration
form launched, and Chrome River
well on its way, Sybil says that UR
Better is planning to take on two new
initiatives in the coming year. While
they have high-scoring proposals that
have already been submitted, they
are open to new proposals, which
can be submitted through a form on
the UR Better website. There’s also a
suggestion box in the Facilities area.
“We’re looking for administrative
processes, where we could organize
how we do things at the University in
a different way to make them better.

What we look at is how much time can
be saved, how much money could be
saved, how much quality improvement
is available, if there is any compliance or
risk management component, or if it’s
something that affects a lot of people.”

Sybil has worked at Richmond for a
total of 11 years. She and Dustin are the
project managers for the UR Better
projects. They’re trainers, they create
communication plans, and serve as
business process consultants who
analyze work processes to see how
they can be improved. They also spend
time looking at how other universities
do their work to see how we might
improve ours.

“If you have something where you feel
there ought to be a better way to do it,
let us know.”

Curriculum Change Form

R

@ Degree and Major/Minor/Concentration Declaration

<?‘-I structions
5" n ucti
To Declare/Change a Major/Minor - ¢lick the ‘Change Curriculum’ button. Use the 'Add Major/Minor’ button to add new rows: use the edit
con (yellow pencil) to change existing rows or delete a row. If changing your primary major, you may enter comments for the department chair
to read and consider when assigning your advisor. Click "Submit Request’ when done. You will receive an email confirmation when your request
has been fully processed. Your GradTracker audit will reflect your changes on the following day.

To Declare Pre-Business Intent - use the Pre-Business Intent section below the curriculum grid.

{For more detailed instructions, click here]

Questions? - contact the Registrar's Office at (804) 289-8639. or email registrar@richmond.edu

Make Changes to your Current Curriculum

Student Name

Richmond Spider The declaration period has ended. Your submitted Major/Minor form will be processed at

the end of this semester, effective for the upcoming semester. Major/minor forms for

students who have applied to graduate will be processed when received.

Degree# Degree  Type  Major/Minor  Concentrations

Current Curriculum (Banner)

BA MAJOR Undeclared N/A

People

Information Services
2018-2019 Staff

Rett Alexander
Frank Amrhein
Eli Anderson
Alem Areki

Don Babb

David Barth
Micah Berry
Ellis Billups

Troy Boroughs
Vickie Brady
David Brandon
Doug Broome
Ray Cargill
Stephanie Charles
Jason Cope
Kevin Creamer
Dora Douglas
Jamie Fairley
George Flanagin
David Foster
Melissa Foster
Bill Galaspie
Bryan Gallagher
Susan Galvin
Sam Gibbs
Melvin Gray
Virginia Griffith
Fred Hagemeister
Mitch Hanley
Pam Harper
Alison Harvey
Tequita Hawkins
Bobby Hayes
Oz Herbert
Scott Hollen
Kathy Hoskins
John Hurst*
LeVonne Johnson
Chris Kelly

Fess Khan
Clovis Khoury
Susan Kirby
Mike Koontz
Bob Littlepage*
Nick Lydick
Keith W. MclIntosh
Althea McMillian
Greg Miller
Marge Musial
Julie Neville
Mark Nichols
Eric Palmer

Lee Parker
Vinny Petrone
John Reeves
Cheryl Richards*
Lennie Rimmer
Karl Schmitz
Mike Scioscia
Phil Sherman
Beth Simms
Sashko Stefanovski
Orlanda Stevens
Rob Stuckey
Shana Sumpter
Wilbert Thacker
Scott Tilghman
Derek Toro

Deb Warrick
Doug West
John Wheeler
Melody Wilson
Andrea Zinski
Steve Zinski

* Retired or left the University during

the 2018-2019 year.



People

Faculty Profile
Kelling Donald

Dr. Kelling Donald, Associate Professor
of Chemistry, is a busy man. In addition
to teaching chemistry in the Integrated
Quantitative Science (IQS) class, Kelling
has his research lab, serves on the
University Faculty Senate, and he was
recently appointed as a councilor for
the Chemistry Division of the Council on
Undergraduate Research (CUR).

Kelling, who came to Richmond in 2007
and won the Distinguished Educator
Award in 2013, uses technology in his
teaching and research. For the IQS
class, which is using the theme of
climate change across the disciplines,
he teaches in the recently renovated
Gottwald A-201 classroom. This
classroom has wall-to-wall whiteboards
and six projectors. Each of the
projectors is set up as a Solstice pod,
which allows Kelling and his students
the ability to wirelessly project in the
classroom. This is great for group
work, in which IQS students engage

in regularly. His chemistry students

use Word, Excel, and Mathematica

to do their work. Kelling doesn’t use
PowerPoint to teach; he writes on

the whiteboard as he lectures, and
occasionally shares visualizations

of molecules from his own laptop,
which he brings to class. For his upper
level chemistry courses, like Physical
Chemistry, students also use Gaussian
to model molecules. For all of his
courses, Kelling says, “l don’t generally
use Blackboard for grading, or to keep
track of grades, but | use it for students

26

to get materials from me, and also for
students to upload lab assignments.”
He finds it easier to manage uploaded
assignments than it is to receive
assignments via email.

Students also have access to
instruments like the Nuclear Magnetic
Resonance, or NMR, instrument. “It’s
one of the advantages here on the
technology side, and on the instrument
side, that (undergraduate) students
get exposed to using all of these
technologies in class. In class they get
access to instrumentation that students
at other places just sort of look at from
above.”

In his research, Kelling usually has

four to five active projects, with six to
eight student researchers assisting.

He and his students use Gaussian

and other tools on high-performance
computers and on computational
clusters. This allows them to look at
more complicated molecular structures,
with calculations that take days or
weeks to complete. He collaborated in
the recent high-performance computer
shared cluster proof of concept project,
where faculty from Chemistry, Physics,
Economics, and Computer Science
shared and scheduled time on a
computational cluster. While the cluster
used for the proof-of-concept test was
slow, Kelling felt it was a successful

use of a shared resource. His students
were able to get their work done on
the cluster in queue with the work of
other researchers. The School of Arts

& Sciences and the Provost are looking
further into the possibility of getting a
shared cluster at Richmond.

In his lab, students use computers as
terminals to the clusters he uses. The

clusters run Gaussian, while the local
computers run a program called Gauss
View, which creates the visualization

of molecules processed by Gaussian

on the clusters. Kelling appreciates

the VPN, which allows him to check

in on his systems when he is away at
conferences. In some cases, calculations
have been completed while he was
away, with remote access allowing him
to update his presentation with the new
results.

Looking ahead, Kelling would like to be
able to project 3D models of molecules
in class, so that he can manipulate them
for students to see. But he still wants as
much whiteboard space as possible for
writing.

Kelling is also investigating tools
that facilitate collaboration with his
lab group. While he’s not sure how
much students use Box on their own,
his research students share a Box

folder. But a tool like Slack may make
it easy for Kelling to communicate
with his students when they are
working on their research, or when
they are working out their schedules
at conferences they are attending
together.

Senior Supreeth Prasad, one of the
students on Kelling’s research team,
praises him. “Dr. Donald has been an
amazing mentor. He helps me whenever
| have problems or issues. The advice
he has given me has really helped me
progress as a student and as a person.

| feel that ever interaction | have with
him, I leave learning something new. He
wants his students to do well, even if

it means they struggle in the moment
temporarily, because the pay-off is
magnificent. He has placed me in
charge of a few projects and learning
how to handle that responsibility is
something | could have only learnt from
him.”
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