University of Richmond Technical Questionnaire* for Vendors

Date:
Vendor Name:
Product/Solution Name:
Product/Solution Version:
Vendor Contact Info
Name:
Title:
Email:
Phone:

1) Describe all software and hardware components and versions that you are recommending for your solution to operate optimally in the University’s environment.  Specify whether additional fees are required for a test, development, or other non-production environment.

2) Describe how long the exact solution and versions described above have been commercially available.  Provide contact information for at least three (3) customers that are using this same solution and version in a production environment.

3) Do you depend upon 3rd party companies or components to provide/support your solution in any way?  If so, specify if separate contracts, licenses, software, support agreements, or fees are required.

4) Describe maintenance and support options for the products/components of your system (what is covered and what isn’t).

5) End User Computing Requirements:
a) If the application is 100% browser-based, which browser types and versions are supported?
b) If not 100% browser-based:
i. Does your application work exactly the same on Windows and Macintosh desktops?  If not, describe the differences.    
ii. List all desktop client software, plug-ins, or applications (required or optional) needed for this application.  

6) If equipment is required to be installed on our campus:
a) Provide specifications for all required servers, appliances, computing equipment, networked devices, data storage, or related peripheral devices.
b) Our preference is that networked devices use DHCP; does your equipment support this?

7) Does the hosted solution reside in your data facility or a 3rd party facility?  List the name and locations (city/state) of all data centers utilized. (HECVAT HLDC-01, 02)

8) Provide descriptions of the physical and technical security controls in use at the hosting locations.  (HECVAT HLDC-04)

9) Please provide a copy of your most recent SOC2 Type II audit report.   (HECVAT HLDC-03)

10) Describe the staff reporting structure and size of your IT security office.

11) To which specific industry standard security framework do you conform? (e.g. NIST Special Publication 800-53, ISO 27001, etc.)?  (HECVAT DOCU-04)
a) Do you apply and maintain these same security standards on all servers to which University data will be transmitted and hosted?
b) List on-going security protection and monitoring services that you utilize for the servers to which University data will be transmitted and hosted (e.g., anti-virus, penetration testing, vulnerability scans, firewalls, IDP, independent security audits, etc.).  (HECVAT HLFI-03, 04)
c) Are vendor employees allowed to take home customer data in any form?  (HECVAT HLPH-02)
d) Who audits and verifies that your servers, applications and processes meet these standards?  (HECVAT HLVU-01)
e) Please provide a copy of the executive summary of your most recent security audit.

12) Please provide a copy of your company’s most recent data privacy policy.  Are you compliant with GDPR?  (HECVAT DOCU-06)

13) Describe whether you utilize a multitenant hosting model or whether each customer has a physically separate copy of the application and database.  Describe how the University’s data is segregated and protected from other customers.  (HECVAT HLAP-06, HLDA-01)

14) Describe your security breach escalation process.  (HECVAT HLPP-03)
a) How does your company alert customers to vulnerabilities, breaches, and security issues?
b) What is your time frame to notify your customers?
c) What remediation steps do you follow upon discovery of vulnerabilities, breaches, or other security issues?  (HECVAT HLCH-03)

15) Describe the backup and disaster recovery capabilities that will be applied to our University data:  (HECVAT HLDR-01, 02, 03)
a) What is your RPO (recovery point objective)? 
b) What is your RTO (recovery time objective)?
c) Does University data ever leave the United States of America?  (HECVAT HLDA-03)
d) How often is your disaster recovery plan tested, reviewed and updated?

16) Describe what is or may be logged for security and audit purposes at the application user level (e.g., login failures, access denied, authorization changes, etc.).  (HECVAT HLAA-05)

17) Who from your company would have back-end access to our data and how is this access logged? (HECVAT HLAA-05)

18) Does your application support Shibboleth authentication?    ☐  Yes    ☐  No  (HECVAT HLAA-01, 02)
If not, describe your application’s password quality requirements/restrictions for application users as well as back-end vendor access:  
a) What is the minimum password length that you accept?
b) Can the password requirements be modified to meet University requirements (https://is.richmond.edu/policies/technology/password-policy.html)? 
c) Can passwords be configured to expire?
d) How are user login credentials protected in transit and at rest?

19) List all types of sensitive/regulated data that may be stored in the file systems or databases for this application (e.g., SSN, HIPAA, FERPA, PCI, PII, passwords, etc.) and provide supporting documentation to show how your application facilitates compliance. 

20) Describe how sensitive/regulated data is encrypted in any/all of the places within your solution, both in transit and at rest (including backups).  (HECVAT HLDA-02, HLDB-01, 02))
a) What specific encryption algorithms/technologies are employed? 
b) What is your lifecycle management for SSL certificates?

21) Confirm that University data is owned by the University at all times and will not be used for any other purpose outside of the proposed solution.  

22) Describe the options that would be available for the University to get a complete copy of all University data hosted at your facility (upon request) as well as to securely delete all University data (upon contract termination).

23) Provide a list of required/recommended data feeds and/or integration points for your solution.  If possible, provide a data dictionary of required and optional integration fields along with desired formatting.

24) In cases where file transfer is the preferred or only available method for providing data to a vendor, the following details the method for setting up the process.  Do you fully support the process/requirements described below?  ☐  Yes  ☐ No

a) Applicable Policies - https://policy.richmond.edu/documents/policy-pdfs/Public/Information-Services/data_security_policy.pdf 

b) Personnel - The person implementing the vendor's part of the exchange must be available by telephone or other interactive means; email is necessary but insufficient. UR will also provide the full contact info for our representative.
c) Technical Requirements - All data (test and production) must be encrypted using public key cryptography, and the files containing the data must be transferred through a secure channel.
i. Properties of the encryption keys:
1. 4096 bits (or more) in length.
2. Self-signed.
3. Expiration date no more than five (5) years from the date of creation of the key. 
4. Support for symmetric cipher AES256.
5. At a minimum, uses current RSA algorithms for asymmetric encryption.
6. UR's official public key will be provided to the vendor.
ii. Properties of the secure channel:
1. TLS 1.2 or later.
2. Symmetric cipher AES256 or longer.
3. Authentication by the UR public RSA key that we provide.
iii. Properties of the encrypted archives (files):
1. Outbound (from UR) archives are signed with the official UR signing key and encrypted with the vendor's key.
2. Inbound (from vendor) archives should be signed with the vendor's signing key and encrypted with UR's key.
d) Process Applicable Policies 
i. Properties of the destination endpoint:
1. The destination host must have a stable IP address.
2. University files must be moved after delivery to a non-public location, and then decrypted.  Files must not be decrypted in a public facing region of the destination host.
3. Passwords that may have been used during account setup must be disabled when key based authentication is established.
ii. Key Exchange:
1. The vendor's key is examined, the fingerprint is checked, and it is placed on our keyring. 
2. We will use the vendor's key to encrypt a sample plain text file, and transfer it to the destination. The vendor's representative will decrypt the file, and then call UR to report the contents verifying that the file can be read.
3. We then sign the vendor's key, and send the signed key back to the vendor.
4. At this point we are ready to transfer data. 


* This document is based on and augments the EDUCAUSE HECVAT (Higher Education Cloud Vendor Assessment Tool) Lite questionnaire (https://library.educause.edu/~/media/files/library/2017/5/higheredcloudvendorassesstoollite.xlsx?la=en). 

Vendors:  When you have completed the questionnaire, please return it to sysnetpmo@richmond.edu.
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